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Whats Sockmap being used for ?

● L7 Parsing
● Socket based Policing
● Tetragon
● Meta
● Cilium (A long time ago)
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Whats Sockmap being used for ?

● L7 Parsing
● Socket based Policing
● Tetragon
● Meta
● Cilium (A long time ago)

But not many users for 
redirection in prod !
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Motivation - Cilium

Next great local pod
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Why Not ?

● TCP Backpressure completely broken
● Misc. Bugs
● Performance issues with small messages



LSF/MM/BPF Zagreb 26

8 Years Later lots of bugs are ironed out..
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Quick Test

● Two Producers
○ Slow - 200 KB/s
○ Fast - 2000 KB/s

● Slow Consumer
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Quick Tests - Unbounded Memory growth
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Why ? 



LSF/MM/BPF Zagreb 26

Solution - BPF_F_PERMANENT



LSF/MM/BPF Zagreb 26

Solution - BPF_F_PERMANENT



LSF/MM/BPF Zagreb 26

Solution - BPF_F_PERMANENT

● The first SK_MSG verdict runs BPF normally.

● Reserves a source-to-target link if bpf prog returns perm redirect

● The first redirect must queue bytes before the link becomes active.

● Once active, future sends on the source socket bypass bpf prog and go 

directly to the target.

● If the target receive buffer is full -> sender waits on the target socket.

● When the target application calls recv(), receive memory is uncharged and the 

blocked sender is woken.
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Reserve then commit ?
Should we wait till first successful data transfer ?

● Bpf_msg_redirect_map / bpf_msg_redirect_hash could be called multiple 

times from bpf prog

● Reserve from sk_psock_msg_verdict

● Commit from tcp_bpf_send_verdict ?
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sleep + wake_up_interruptible

● Check space on dst socket in bpf_tcp_ingress

○ On buffer full, register on target socket’s waitqueue and sleep

● Wake up blocked sender in __sk_msg_recvmsg()



LSF/MM/BPF Zagreb 26

SK_MSG vs SK_SKB

● sk_msg in sender context

● sk_skb in receiver context
○ Sender cannot sleep

○ Sender may be remote host

○ Rely on backpressure from TCP stack on source socket buffer fill up

○ Check for dst buffer capacity before converting to sk_msg

○ On recv drain from src buffer to dst psock queue

■ Schedule backlog worker / inline ?
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kTLS special handling ?

● Do we need to wait for full msg size in target buffer ?
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Sockmap as the UX for redirection ?

Can we decouple from the map ?
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Do we care about one to many ?
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Other Bugs / Blockers for adoption ?
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PoC Results - TCP_RR

Also see old benchmarks from Cilium 1.4 

https://cilium.io/blog/2019/02/12/cilium-14/
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PoC Results - TCP_STREAM
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PoC Results - TCP_STREAM
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Thank You


